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Week 11: RFID Access Control System

Objective:
To design and build an end-to-end access control system by interfacing a Raspberry Pi Pico with an
MFRC522 RFID reader and an electromechanical relay to control a high-power door lock.

Introduction:
Access control systems are fundamental examples of embedded system automation. They require reading
user input securely (RFID), validating it against a database of authorized users, and actuating physical
hardware safely (a magnetic or electric strike lock) using a relay.

1. Theoretical Concepts
Relay Interfacing: Microcontrollers operate at logic levels (3.3V) and cannot supply the current required to
drive an electric door lock (typically 12V or 24V). A relay acts as an electrically operated switch. The Pico
sends a 3.3V signal to the relay module's transistor, which energizes the internal coil, physically closing the
high-power circuit to unlock the door.

Fail-Safe vs. Fail-Secure Locks: Understanding the lock type is crucial. A fail-safe magnetic lock requires
constant power to remain locked, meaning the relay should normally be closed (NC). A fail-secure electric
strike remains locked when unpowered, meaning the relay should normally be open (NO).

2. Source Code - RFID Access Control



3. Hardware Integration (Relay & RFID)



4. Reflection

The most challenging part of this lab was ensuring the correct logic flow for security. Hardcoding the
authorized UID allowed for quick prototyping, but a production system would require secure encrypted
storage. Additionally, incorporating auditory (buzzer) and visual (LEDs) feedback significantly improved the
user experience of the system.


